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1. Introduction to Data Protection Law
1.1 What is data protection law?
Data protection law is designed to ensure individuals that data about them held,
processed and used by organisations is managed properly. It places obligations on
those who process personal information. Data protection in the UK is provided for by
the Data Protection Act 1998 (the ‘Act’).
1.2 Why is data protection law relevant to Lodges within the Province of
Antrim?
Data protection law is important to each Lodge because each Lodge will routinely
collect, process and use the data of individuals such as candidates and admitted
brethren for various purposes.
1.3 What does the Act do?
It places certain obligations upon organisations prior to, and during, their use of
personal data. It grants individuals certain rights regarding the personal information
held about them by organisations.
1.4 What does the Act cover?
The Act applies to all organisations that hold and process personal data relating to
any identifiable living individual. It covers any data held in electronic format (e.g.
emails, word files, minutes, databases). It also applies to manual data, but only if such
manual data is structured in a way that specific information regarding individuals is
“readily accessible” via a sophisticated filing system.
1.5 What are the types of data covered by the Act?
The Act covers ‘personal data’ and ‘sensitive personal data’:
‘personal data’ is any information about an identifiable living individual regardless
of the format of information. This does not mean every document which has the data
subject’s name on it, but the overriding test is whether the information in question
affects a person’s privacy, or in other words, whether it is significant biographical
information.
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‘sensitive personal data’ comprises information regarding an individual’s race or
ethnic origin, political opinion, religious beliefs, trade union membership, physical or
mental health, sex life, criminal proceedings or convictions.
2. Key Terms in the Act
2.1 What is meant by ‘processing’?
‘Processing’ refers to anything done to the personal information by the people
processing it including the organisation, adaptation, alteration, retrieval, consultation
or use, disclosure of the data by transmission, dissemination or otherwise making
available, alignment, combination, blocking, erasure or destruction of the information
or data.
2.2 Who are the key parties under the Act?
Data controllers (e.g. a Lodge): They determine the purposes for which, and the
manner in which, any personal data are processed. They have the main
responsibilities under the Act
Data subjects (e.g. brethren or candidates): The people whose data are subject to
processing. They are granted rights under the Act.
Data processors (e.g. Lodge Secretaries): They process personal data on behalf of a
data controller and, under the Act, the data controller is responsible for their
activities.
3. Principles for Data Processing
3.1 What are the principles with which a data controller must comply while
processing personal data?
A data controller must ensure that the personal data is:
(i)
(ii)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)

fairly and lawfully processed
processed for limited, stated purposes
adequate, relevant and not excessive
accurate and up-to-date
kept no longer than necessary
processed in accordance with the individual’s rights
secure
not transferred to a country outside the European Economic Area unless
that country has adequate data protection itself.
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3.2 What is meant by ‘fair and lawful processing’ of data and how can it be done
in a Lodge?
Fair and lawful processing means that the data subject will have to be informed that
their data is being collected, who will hold their data, what it will be used for and
who will have access to it. Fair and lawful processing in Lodges can be done by
issuing to brethren a data protection notice providing details regarding the purposes
for which the collected data will be used. To be considered fair and lawful
processing, a Lodge must also satisfy one of the following conditions:
(i)
(ii)
(iii)
(iv)
(v)
(vi)

the individual has consented to the processing .
the processing is necessary for the performance of a contract with the
individual.
the processing is required under a legal obligation (other than a
contractual one).
the processing is necessary to protect the vital interests of the
individual.
the processing is necessary to carry out public functions.
the processing is necessary in order to pursue the legitimate interests of
the data controller or third parties and is not unfair to the individual.

In addition, processing of sensitive personal data requires one of the extra
conditions below is satisfied.
(i)
(ii)
(iii)
(iv)

the data subject must have given his or her explicit consent.
the data is required by law for employment purposes.
the data is needed in order to protect the vital interests of the individual
or other person.
the data is needed to deal with the administration of justice or legal
proceedings.

4. Rights of the Data Subject
What are the rights of a data subject?
A data subject has seven rights in respect of the information held about them by data
controllers. They are:
(i)

(ii)

The right of subject access that allows a data subject to make a written
request to the data controller concerned and to be supplied with any
personal data held about them by the data controller whether in
electronic or manual format (the latter being subject to a very
sophisticated filling system.
The right to prevent processing if it is likely to cause damage or distress
to the data subject.
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(iii)
(iv)
(v)
(vi)
(vii)

The right to prevent processing for direct marketing purposes.
The right to prevent automated decision making.
The right to compensation if the data protection is breached.
The right to rectification and other remedies for inaccuracy
The right to ask the Commissioner to assess whether the Act has been
contravened if the data subject feels that their data has not been
processed in accordance with the Act.

5. Subject Access Request
What should a Lodge do on receipt of a subject access request from an
individual?
A Lodge must satisfy itself as to the identity of the individual to ensure it does not
unwittingly unlawfully disclose the information to a third party. The Lodge is also
entitled to request a fee (currently £10). If data is not retained electronically it is
unlikely to be subject to disclosure but this is a subjective test to be applied to each
Lodge’s method of filing. By way of example a simple hard copy minute book would
not constitute a relevant filing system for the purposes of the Act.
6. Enforcement
Who is the Information Commissioner and what is the function of the
Information Commissioner’s Office (ICO)?
The Information Commissioner is responsible for the administration and enforcement
of the Act in the UK. The ICO provides guidance to organisations and individuals on
ensuring effective compliance with the Act. All data controllers processing personal
information must notify the ICO that they are doing so, unless their processing is
exempt under the Act. As not for profit organisations each Lodge is able to claim an
exemption against notification. This does not however mean that each Lodge is
exempt from the provisions of the Act. The ICO can serve enforcement and
information notices against data controllers who do not comply with the Act. It also
has powers to levy significant financial penalties on organisations found guilty of
breaching the terms of the Act, the maximum fine being £500,000.
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